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Abstract

Ad hoc networks have no infrastructure, dynamic topologies are designed to work at any place
any time. Several routing protocols have been started and developed to deal with this type of
networks. In this study, Ad Hoc On-Demand Distance Vector Routing (AODV), Dynamic Source
Routing protocol (DSR) and Destination Sequence Distance Vector (DSDV) will be analyzed over
Transmission Control Protocol (TCP) in Network Simulator (NS2) by using three performance
metrics Packet Delivery Fraction (PDF), Average END2END Delay (Avg. E2E Delay) and
Normalized Routing Load (NRL). Five factors affecting the performance of ad hoc routing
protocols number of nodes, number of sources, speed, pause time and networks size. In this
study three factors used with each protocol number of nodes, number of sources and varying
pause time.

A black hole attack and how to detect this attack in NS2 is implemented in AODV protocol. The
process is executed assuming a hacker node and a scenario is devised to send data packets in
this environment. Results indicate that the modified routing protocol is able to bypass hacker
nodes.



